What solution is available on the market?
The most popular are AirDefense Guard and Isomair Wireless Sentry. Both are hardware and software based solutions that rely on a multitude of sensors spread out throughout the facility of the client. All the sensors are controlled and monitored through a central computer. There are also software only solutions such as WiSentry and AirMagnet from Global Secure Systems. These software solutions work by scanning what devices are plugged into the network. Anomalies are identified in comparison to this initial scan.
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Why is a custom solution superior to commercial products? Most of the commercially available IDS systems use telnet or SNMPv1 to transmit captured data as well as for remote administration. This means passing information without encryption or integrity checks. The default settings on these systems even allow public control of the devices. It is also anticipated to take a long time for a move towards more secure SSHv2 and IPSec to occur. Commercial IDSs also lack support for additional antennas. Sometimes the situation warrants a high gain omni directional or 1 Vladimirov, Andrew A., Gavrilenko, Konstantin V., Mikhailovsky, Andrei A., Wi-foo (Boston: Person Education, Inc. 2004), 447. directional antenna, which in the case of commercial solutions, cannot be used.
2 Unlike the commercial systems, a custom made system can employ any type of traffic protection and access control the user desires and can offer auxiliary antenna support if the proper wireless network card is purchased. The custom solution also relies on Open Source software, thus the only cost is the network card, antenna and time required to install and properly configure the hardware/software which is required for the commercial solution anyway.
The soon to be outlined technique can also be applied to other devices which may suit the company better. One such example is using an iPAQ PDA with a double PCMCIA client card cradle. This allows one slot to be used for a wired Ethernet card and the other for a wireless card. A good choice of card is the Cisco Aironet 250 which offers MMCX connectors for an additional antenna. There is also an iPAQ specific Kismet port.
3 Kismet is a Linux based network detecting and scanning tool. This would allow a company that has wireless networks at remote locations to detect intrusions with these portable devices.
What are the limitations?
This system will not detect passive attackers. Passive attackers are ones which scan the network with the network card in RFMON mode. This mode indicates that their network cards can view packets being transmitted without their computer sending an ACK back to the IDS indicating their presence. 4 A passive scan can be accomplished with the use of Kismet. It is however not passive when performed with the Microsoft Windows version equivalent called NetStumbler. NetStumbler is an active scanner which will be detected. The only way to spot a passive attacker is to physically see them on or near your premises. It is also important to note that many signature based IDSs can be fooled with slight modifications to the frames being sent. Also the database holding the signatures needs to be kept secure and updated at all times which can be costly. The knowledge based IDSs can trigger false positives if not properly baselined for the particular network. Devices such as a microwave, Bluetooth, or a cordless phone can cause malformed packets through interference, which can trigger a false alarm. This detection method must be implemented some time prior to an influx of attacks in order to get a proper baseline scan of the network so that an abnormality can be correctly classified. the popular applications, in particular Kismet . It is also stronger than an ordinary network card, capable of 200mW signal versus the 100mW(or less) provided by most of the ordinary cards. As well it has direct input ports for additional antennas. I've chosen an omni directional antenna since no information exists on which area of my network is more susceptible to attacks, thus monitoring all directions is likely to be more fruitful.
Follow the manufacturer's installation instructions for your particular wireless card and antenna.
There are 4 Open Source software choices. The first is WIDZ which supports detection of: rogue APs , AirJack attacks, probe requests, network cards with ESSID set to "ANY", spoofed MAC addresses and frame floods. This program can alert you of any of the above which can then be fed into a log for later analysis or a program such as Festival which will output the found alert in a computer generated voice.
6 Download the program from www.loud-fat-bloke.co.uk/w80211.html , uncompress and install. Then enable using: The second option is wIDS (www.zone-h.org/download/file=3210/) which can detect: probe requests from active scanning (i.e. NetStumbler), association request floods, authentication request floods, frequent reassociation requests, and most importantly direct wireless traffic into a wired interface. The last option allows it to pass the output to a program such as Snort (www.snort.org/dl/binaries/linux/) which has more analytical capabilities. This software works with any wireless card chipset.
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The third option is AirIDS (www.internetcomealive.com/clients/airids/general.php). It supports only Prism and Cisco chipsets however. One of the key features of this software is its ability to inject traffic which will aid in slowing the exposure of WEP keys to intruders. 8 The fourth option is Kismet (www.kismetwireless.net/). This is the superior solution due to the ease of use combined with the ability to feed the data into Snort as well as its many built in features which include: deauthentication/deassociation flame flood detection, frame sequence analysis, flagging AirJack users, detecting NetStumbler scanners, detecting Wellenreiter ESSID attacks, warning about FMS attack vulnerable WEP, detecting probe only clients that do not join network, real time WEP decoding and RF noise detection. This program can also be used with multiple sensors and can use multiple client cards with the scanning frequencies distributed among them.
9 Refer to the current release of Kismet for proper installation instructions as well as configuring your particular network card in RFMON mode.
In addition to the above one can use Ethereal (www.ethereal.com) network scanner to 6 Vladimirov et al., Wi-foo, 450. Regardless of which option is chosen, it is recommended to close SSID broadcast, enable WEP and MAC address restrictions as well as periodically switch the WEP keys.
What does an intrusion look like?
The following are some packets that my show up on the Ethereal output, indicating an intrusion attempt is taking place.
NetStumbler: "(wlan.fc.type_subtype eq 32 and llc.oui eq 0x00601d and llc.pid eq 0x0001) and (data[4:4] Wellenreiter probe request (brute-forcing ESSID): "wlan.fc eq 0x0040 and wlan_mgt.tag.number eq 0 and wlan_mgt.tag.length eq 29 and wlan_mgt.tag.interpretation eq "this_is_used_for_Wellenreiter" 
Glossary
AirJack: "AirJack is a device driver (or suit of device drivers) for 802.11(a/b/g) raw frame injection and reception." 14 AP: "Short for Access Point, a hardware device or a computer's software that acts as a communication hub for users of a wireless device to connect to a wired LAN." 15 Brute-force attacks: This attack consists of continuously trying passwords until you get one that works. It typically consists of a dictionary which is exhausted one by one, as it is fed into the password field or the ESSID field, for example.
Closed ESSID/SSID: An SSID is a "Service Set Identifier" 16 which is used to identify networks on a wireless local area network. ESSID is the extended version of an SSID. One is closed when WEP or some other means of protection is enabled on the network. DoS: Denial of Service attack. This attack is designed to shut down a network by flooding it with useless packets.
FMS: A WEP key that is susceptible to the Fluhrer Mantin Shamir (FMS) attack, is one which can be cracked once a sufficient amount of packets have been sniffed.
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IPSec: "a set of protocols developed by the IETF to support secure exchange of packets at the IP layer. IPsec has been deployed widely to implement Virtual Private Networks (VPNs)." Essentially extensions onto IPv4, required for IPv6.
18
MAC address spoofing: A MAC is a Media Access Control 19 address which uniquely identifies a network card in the network. Spoofing is the act of masking your cards MAC address under that of a legitimate card on the victim's network, using software.
Man-in-the-middle: "an attack in which an attacker is able to read, insert and modify at will, messages between two parties without either party knowing that the link between them has been compromised".
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MMCX:"MMCX connectors provide a more robust interface for greater durability; this series is ideal for high volume wireless SMT or PCMCIA applications in cellular base stations, cellular phones and personal communicators, global positioning systems 14
